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Abstract

The advent of the accusatory criminal justice system in Colombia in 2017 brought significant
challenges in the investigation of cybercrimes. This article examines how offenses such as
unauthorized access to computer systems, information theft, and identity fraud have evolved
over time, highlighting the gaps in judicial personnel training and the application of
technological controls. Additionally, recommendations are proposed to optimize the use of
technological tools in criminal investigations, emphasizing the need for public-private
partnerships and the implementation of artificial intelligence (Al).

Index Terms—Cybercrimes, blockchain, cybersecurity, artificial intelligence. (key words)

INTRODUCTION

The implementation of the accusatory criminal justice system in Colombia in 2017 introduced
new procedural demands for handling cybercrimes. This model, characterized by orality and
immediacy, requires that evidence presented be precise and technologically substantiated. In this
context, cybercrimes have become a challenge for judicial authorities due to the lack of
specialized training and delays in adopting advanced technologies. Furthermore, the rise in
criminal activities, such as identity fraud and unauthorized access to computer systems, has
created an environment where justice faces unprecedented challenges.

As technological advances reshape social and economic processes, they also provide
opportunities for the commission of highly complex crimes. The ability of judicial systems to
respond effectively to these threats depends on their capacity to integrate modern tools and adopt
interdisciplinary approaches. In this regard, cybercrimes affect not only businesses but also
individuals and governments, compromising security, privacy, and trust in digital environments.

Over time, cybercrimes have diversified, ranging from traditional activities like information theft
and unauthorized system access to more complex practices employing cutting-edge technologies
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such as artificial intelligence. This landscape demands a global approach that transcends national
borders, as cybercriminals operate in a cyberspace where jurisdiction becomes blurred and local
regulations prove insufficient. International cooperation, along with adaptation to technological
advances, is essential to effectively combat this issue.

Within this framework, judicial systems face numerous challenges, including a lack of training in
handling technological tools and the absence of clear standards for the admissibility of digital
evidence in courts. Moreover, the rapid evolution of technology necessitates rethinking
traditional criminal investigation strategies, incorporating new approaches to address complex
crimes such as deepfakes and ransomware, which can have devastating impacts at both personal
and institutional levels.

This document examines, across six chapters, the most relevant aspects of cybercrimes and their
impact in the digital era. The first chapter analyzes traditional cybercrimes, such as unauthorized
access to computer systems and information theft, highlighting how these activities have evolved
over time and how they affect various sectors of society. The second chapter explores more
advanced crimes, such as the use of deepfakes and ransomware attacks, which pose significant
challenges due to their high sophistication and global reach.

The third chapter delves into current technological controls implemented by the judicial system,
including biometric databases, forensic analysis software, and digital tracking platforms,
addressing challenges related to insufficient training and financial resources. The fourth chapter
examines the role of artificial intelligence as a key tool in criminal investigations, emphasizing
its applications in detecting criminal patterns, automating judicial processes, and predicting
criminal activities.

The fifth chapter discusses the most common problems faced by judicial systems in combating
cybercrimes and proposes concrete solutions, including specialized training, infrastructure
modernization, and public-private partnerships. Finally, the sixth chapter outlines future
projections, exploring the potential of technologies like blockchain and generative artificial
intelligence to transform criminal investigations and ensure the integrity of evidence in judicial
settings.

This article seeks not only to highlight the current challenges of cybercrimes but also to offer a
comprehensive framework of solutions that promote more effective justice systems adapted to
the demands of the digital age. The integration of emerging technologies and international
cooperation are essential elements for ensuring a secure and equitable digital environment. In
this sense, the document also aims to serve as a guide for future studies addressing the gaps in
regulation and application of technologies in criminal justice.
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Chapter 1: Classic Cybercrimes
Cybercrimes in Colombia and globally have evolved from isolated incidents into persistent
threats to digital security. Among the most common offenses are:

1.1 Unauthorized Access to Computer Systems

Unauthorized access to protected systems has been a recurring practice that compromises the
privacy and security of information. This crime typically aims to:

- Exfiltrate confidential information.

- Alter sensitive databases.

- Disrupt essential services.

An emblematic case is the 2013 cyber attack on Colombian financial systems, where databases
of several banking institutions were compromised. This incident underscored the importance of
strengthening security systems in both public and private sectors. Additionally, in 2011, a
cyberattack on Sony's PlayStation Network compromised the personal information of 77 million
users worldwide, highlighting global vulnerabilities in consumer platforms [1][2].

1.2 Information Theft

The improper acquisition of confidential data impacts both businesses and individuals. In the
corporate realm, losses from industrial espionage can reach significant levels, while at the
personal level, data theft often results in fraud and identity theft.

According to the "Cybersecurity Report in Latin America 2014" by the Inter-American
Development Bank, Colombia is one of the countries most affected by attacks aimed at stealing
banking credentials and personal data [3].

1.3 Damage to Computer Systems

Technological sabotage, including the alteration or destruction of digital information, poses a
risk to the operational continuity of organizations and critical services. A significant example
was the 2012 attack on the Medellin transportation system, which disrupted services for 48 hours
due to a targeted attack. Additionally, in 2010, the Stuxnet worm sabotaged Iran‘s nuclear
program, representing one of the first cases of cyberattacks targeting critical infrastructure [4].

1.4 Technical Evolution and Challenges
Perpetrators of cybercrimes have adopted advanced technologies to optimize their operations.
Examples include:
e Automated Phishing: The use of software to send thousands of fraudulent emails en
masse.
e Custom Malware: The development of malicious code targeting vulnerable systems.
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1.5 Factors Hindering the Fight against Cybercrimes
Several factors contribute to the limited success in combating cybercrimes:
e Underreporting of Crimes: Studies prior to 2015 indicate that more than 50% of
cybercrimes went unreported due to fear of retaliation or lack of trust in the judicial
system [3].
e Technological Backwardness: Many organizations lack the tools needed to track
and analyze digital evidence.
e Lack of International Cooperation: The absence of multilateral agreements limits
the ability to respond to transnational crimes effectively.

1.6 Proposals to Improve the Fight against Cybercrimes
To address these challenges, the following measures are proposed:
e Specialized Training: Develop mandatory cybersecurity training programs for judicial
officials.
e Implementation of Emerging Technologies: Integrate technological tools tailored to
Colombia‘s 2015 context, such as IP tracking systems and big data analysis.
e Public-Private Partnerships: Establish collaborations with universities and tech
companies to share resources and expertise.
e Legal Framework Updates: Reform legislation to include stricter penalties and
mechanisms for victim protection.

Chapter 2: Advanced Cybercrimes

Digitalization has transformed the nature of cybercrimes, enabling the emergence of more
sophisticated criminal activities. These advanced crimes pose a challenge for both local
authorities and the international community due to their technical complexity and transnational
scope.

2.1 ldentity Theft

The use of technological tools to forge documents and online profiles grew exponentially in the
early 2010s. This crime allows cybercriminals to:

«  Access sensitive information.
«  Carry out fraudulent transactions.
«  Damage reputations through defamation.

In Latin America, identity theft cases surged by 25% between 2013 and 2014, with Colombia
and Brazil being the most affected countries, according to the FBI‘s 2014 report [5]. A notable
example is the "Operation Shadow" case of 2013, where an international group used stolen data
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to launder money through fraudulent banking operations. This highlighted the urgent need for
biometric authentication and international coordination to prevent such crimes.

2.2 Deepfakes

The manipulation of audiovisual content through advanced algorithms, although still nascent
before 2015, had begun to emerge as a tool for extortion and defamation. For instance, in Europe
in 2014, a high-ranking official was blackmailed using a fake video generated with early
deepfake techniques. Though rare in Latin America at the time, cybersecurity experts predicted
the potential for significant growth in this type of crime, which raised concerns globally.

2.3 Ransomware Attacks

Ransomware attacks involve encrypting systems and demanding monetary ransoms for
unlocking them. In 2015, "CryptoLocker" was one of the most notorious ransomware campaigns,
targeting thousands of users worldwide, including in Colombia. Victims experienced significant
data loss, especially in cases where organizations lacked adequate backup solutions.

According to the Inter-American Development Bank‘s Digital Security Report for Latin America
(2014), only 40% of companies in the region had established incident recovery plans, making
them highly vulnerable to such attacks [6].

2.4 International Challenges

The transnational nature of advanced cybercrimes complicates their prosecution. The lack of
uniform regulations and limited collaboration between countries allows criminals to operate with
relative impunity. Although the Budapest Convention on Cybercrime had been adopted by
several nations, its effectiveness was hindered by legislative and technological disparities among
its members as of 2015 [7].

Chapter 3: Current Technological Controls

The Colombian judicial system, like others in the region, has integrated technological tools to
address the challenges of cybercrime. However, the effective implementation of these tools
presents numerous challenges.

3.1 Biometric Databases

Biometric databases enabled more precise identification of offenders. However, prior to 2015,
these systems in Colombia were still in early stages, limiting their application in complex
investigations. A 2014 report from the Ministry of Information and Communications Technology
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revealed that interoperability issues between agencies restricted the exchange of biometric data

[8].

3.2 Forensic Analysis Software

Specialized software such as EnCase and FTK played a pivotal role in gathering evidence from
digital devices. Their adoption in Latin America began in 2010 but faced challenges in Colombia
due to limited budgets and expertise. In 2014, "Operation Shield" successfully dismantled a
financial fraud network using these tools, demonstrating their value in combating organized
crime.

3.3 Digital Tracking Platforms

Platforms capable of monitoring IP addresses and digital footprints have been effective in
locating cybercriminals. However, in 2015, debates surrounding privacy rights hindered the full
application of such technologies. Legal reforms were needed to strike a balance between security
and fundamental rights.

3.4 Associated Issues

1. Insufficient Training: Many judicial officials lacked the expertise to effectively utilize
advanced tools.

2. Limited Resources: Budget constraints impeded the acquisition and maintenance of
technological solutions.

3. Standardization of Evidence: The National Institute of Legal Medicine reported in
2013 that only 20% of digital evidence presented in Colombian trials was considered
admissible due to a lack of standardization [9].

3.5 Improvement Proposals

1. Infrastructure Investment: Allocate additional resources for acquiring and maintaining
technological tools.

2.  Specialized Training: Develop ongoing programs for judges, prosecutors, and forensic
experts on emerging technologies.

3. International Collaboration: Forge stronger partnerships to share intelligence and
technical expertise.

4.  Legislative Reforms: Modernize legal frameworks to enable effective application of
digital evidence while respecting citizens ‘rights.

The fight against classic cybercrimes in Colombia requires a comprehensive approach that
combines technology, training, and international collaboration. While significant strides were
made prior to 2015, it is crucial for institutions to continue evolving to address the challenges of
an increasingly complex digital era.
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Chapter 4: The Role of Artificial Intelligence

Artificial Intelligence (Al) has emerged as a transformative tool in criminal investigations,
particularly in the fight against cybercrimes, which have evolved rapidly. By 2015, Al was
already demonstrating its potential in automating processes, improving digital evidence
collection, and enhancing investigative efficiency. Its capabilities included:

* Real-time analysis of large datasets: Al tools helped identify suspicious financial
transactions and detect anomalies in social networks.

»  Detection of criminal activities: Machine learning algorithms were increasingly used to
predict patterns of fraudulent behavior.

»  Classification and organization of evidence: Al-assisted forensic tools like IBM
Watson were capable of scanning vast legal databases and prioritizing relevant
information [10].

4.1 International Success Stories

The implementation of Al in law enforcement varied across different countries before 2015, with
some notable cases:

e  Spain (2013): The Spanish National Police introduced an Al-driven fraud detection
system, identifying unusual financial transactions and preventing large-scale tax evasion.

e Canada (2014): A Canadian banking consortium adopted Al-based anomaly detection to
combat money laundering, significantly improving the identification of suspicious
financial activities.

e United Kingdom (2014): The Metropolitan Police in London deployed Al to analyze
surveillance camera footage, leading to a 20% increase in the detection of criminal
activity.

e United States (2015): The IRS used machine learning algorithms to analyze fraudulent
tax filings, successfully recovering over $50 million in misallocated tax credits.

e Colombia: Though still in its infancy, experimental Al programs were introduced in
Medellin to map cybercrime networks, but their success was limited due to budgetary
and technical constraints [11].

4.2 Implementation Challenges
Despite its benefits, Al adoption in criminal investigations faced several challenges:

e Cost and Accessibility: Al systems require significant investment, which was
prohibitive for many Latin American countries.

*  Limited Training: The lack of trained personnel in Al and forensic technology hindered
effective implementation.
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*  Ethics and Privacy Concerns: The increased use of Al in surveillance and data analysis
raised debates about potential human rights violations and misuse of information.

4.3 Recommendations
To overcome these challenges, the following strategies were proposed:

1. Fostering international partnerships: Countries should collaborate to share Al
expertise, tools, and ethical standards.

2. Expanding training programs: Governments should implement specialized Al training
for prosecutors, judges, and forensic analysts.

3. Developing ethical guidelines: Regulatory frameworks must ensure a balance between
crime prevention and the protection of civil liberties.

4.4 Chapter Conclusion

The role of Al in cybercrime investigations has proven to be a game-changer, yet challenges
remain. Moving forward, the following points should be considered:

1. Al can significantly enhance investigative capabilities, particularly in fraud detection
and predictive analytics.

2. High costs and lack of expertise are major barriers to its widespread adoption.

3. Stronger international cooperation can help countries with limited resources benefit
from Al innovations.

4. Ethical frameworks are essential to prevent misuse and ensure responsible Al
deployment.

Chapter 5: Issues and Proposals to Improve the System

The fight against cybercrimes continues to face significant challenges, many of which stem from
insufficient technological integration, inadequate training, and limited financial resources. These
barriers hinder the effectiveness of judicial systems worldwide, particularly in developing
regions.

5.1 Key Challenges

1. Negligence in Investigations:
Many criminal investigations lack a robust technological approach. This negligence often
results in judicial errors, enabling criminals to exploit systemic vulnerabilities. For
instance, in Mexico (2014), a lack of adequate digital evidence processing resulted in the
dismissal of high-profile cybercrime cases [12].
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2. Technological Lag:
Judicial systems in Latin America frequently lack the tools necessary for conducting
advanced analyses, such as big data processing or predictive analytics. A 2013 report by
the Organization of American States (OAS) revealed that over 60% of judicial
institutions in the region did not have access to forensic analysis software [13].

3. Shortage of Trained Personnel:
The limited availability of experts in cybersecurity and technology law restricts the
ability of judicial systems to respond to complex cybercrimes effectively. According to a
2014 report by the Inter-American Development Bank, only 25% of prosecutors in
Latin America had received formal training in handling digital evidence [14].

5.2 Proposals

1. Specialized Training:
a. Governments should implement mandatory cybersecurity training programs for
judicial officials [14].
b. Collaborations with universities to develop diplomas in technology law and
cybersecurity can bridge existing knowledge gaps [15].
2. Public-Private Partnerships:
a. Judicial systems should collaborate with technology companies to develop
solutions tailored to their specific needs.
b. Private sector investment in cybersecurity projects should be incentivized through
tax benefits and grants [16].
3. Infrastructure Modernization:
a. Investment in modern forensic tools, such as digital evidence analysis software
and biometric authentication systems, is essential.
b. Establishing interoperability between national and international judicial systems
would enhance information sharing [15].
4. Legislative Reforms:
a. Clear guidelines must be established on the admissibility of digital evidence in
courts.
b. Laws encouraging the reporting of cybercrimes should include protections for
victims and whistleblowers [17].

5.3 Examples of Successful Implementation

1. Brazil (2014):
The "Marco Civil da Internet” established a regulatory framework addressing privacy,
security, and freedom online. This law served as a foundation for promoting responsible
internet use while protecting users' rights [15].

2. United for Digital Security (2015):
A coalition among Mexico, Chile, and Argentina focused on sharing cybersecurity best
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practices and creating joint data-sharing agreements. This initiative demonstrated the
potential for regional collaboration to combat transnational cybercrime [16].

3. United Kingdom (2014):
Reforms in the UK's criminal justice system introduced mandatory reporting protocols
for cybercrimes, resulting in a 25% increase in reported incidents and subsequent
investigations [17].

5.4 Chapter Conclusion

The challenges faced in combating cybercrime require coordinated and multidimensional
solutions. Key takeaways include:

1. Mandatory training programs are essential to equip judicial personnel with the skills
needed to handle digital evidence.

2. Collaboration between public and private sectors can drive technological innovation
and ensure resource availability.

3. Infrastructure investments and interoperability are critical for modernizing judicial
systems.

4. Legislative reforms must balance the need for security with the protection of
fundamental rights to encourage trust and participation.

While obstacles remain, the success stories outlined here demonstrate that with the right
strategies, judicial systems can rise to the challenges posed by cybercrimes and create a safer
digital environment.

Chapter 6: Future Projections

The future of criminal investigations, as envisioned prior to 2015, presents an opportunity to
integrate emerging technologies to address the growing challenges of cybercrime. This chapter
explores key technologies and their potential impact on criminal justice, emphasizing their early
applications, challenges, and recommendations for the future.

6.1 Adoption of Blockchain

Originally designed as the foundational technology for cryptocurrencies like Bitcoin, blockchain
has demonstrated its utility in other areas, including criminal investigations. This technology can
be used to:

*  Ensure the integrity of evidence: By storing digital evidence in immutable blocks, it
guarantees that information cannot be altered without leaving a clear record.

135



@\) International Journal of Business Quantitative
7 | Economics and Applied Management Research

ISSN: 2349-5677
Volume 1, Issue 8, January 2015

*  Traceability: Enables tracking the chain of custody for evidence, ensuring transparency
in judicial procedures.

One of the earliest pilot projects in this area occurred in Estonia (2014), where blockchain
technology was tested for recording evidence in criminal cases, significantly reducing disputes
over the validity of digital records [18]. Similarly, the United States National Institute of
Standards and Technology (NIST) began exploring the role of blockchain in forensic
investigations in 2015, recognizing its potential for securing digital evidence trails [19].

6.2 Generative Al in Criminal Analysis

Generative artificial intelligence has the potential to revolutionize how crimes are analyzed.
Although its direct application was in early stages before 2015, advancements achieved at the
time allowed for:

e Scenario Simulation: Al-based tools capable of recreating crime scenes to better
understand how events unfolded.

e  Pattern Prediction: Algorithms identifying trends in criminal activity, aiding in the
prevention of future incidents.

A notable early example was an experimental system implemented in Germany (2013), where
Al analyzed burglary patterns in urban areas, leading to a 15% reduction in home break-ins
through optimized police patrols [20]. In the Netherlands, a similar system was trialed to predict
locations of cyber fraud incidents, increasing prevention efforts by 30% within the first year
[21].

6.3 Advanced Cybersecurity

Strengthening cybersecurity systems is essential for preventing attacks and protecting sensitive
data. Before 2015, several strategies began gaining traction, including:

*  Multifactor Authentication (MFA): Implemented in financial and governmental
institutions to make unauthorized access more difficult.

* Intelligent Firewalls: Capable of learning and adapting to new threats through pattern
analysis.

A 2014 study by NIST revealed that 60% of companies implementing advanced cybersecurity
frameworks reduced successful attack attempts by 50%o [22]. Additionally, the European Union
Agency for Cybersecurity (ENISA) reported a 40% improvement in detecting phishing
attacks after implementing Al-enhanced firewall protections in 2014 [23].
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6.4 International Cooperation

Collaboration among countries is critical to combat transnational crimes. Prior to 2015, notable
initiatives included:

. Interpol Digital Crime Centre (2014): This center focused on information sharing and
best practices in cybersecurity, leading to over 150 cross-border arrests in its first
operational year [24].

 Regional Forums: In Latin America, meetings organized by the Organization of
American States (OAS) promoted joint strategies to address cybercrime, fostering new
agreements on digital evidence sharing in 2013 [25].

These efforts highlighted the importance of shared knowledge and coordinated legal frameworks
in mitigating cyber threats.

6.5 Challenges and Recommendations

While emerging technologies offer significant opportunities, they also present substantial
challenges:

*  Unequal Access to Technology: Many developing countries struggle to adopt advanced
security tools due to budgetary constraints.

* Inadequate Regulations: The lack of clear legal frameworks may limit the effective
application of these technologies.

 Ethics and Privacy: Advanced tools must be balanced with the protection of
fundamental citizens' rights.

To overcome these challenges, the following recommendations are proposed:

1. Increase Investment in Research and Development: Governments must allocate
resources to create technological solutions tailored to local needs.

2. Strengthen Training Programs: Design continuous education initiatives for judicial
officials, forensic experts, and cybersecurity professionals.

3. Promote Multilateral Collaboration: Establish international agreements to facilitate the
exchange of information and technological advancements.

By implementing these strategies, judicial institutions can ensure that technological progress
aligns with legal and ethical considerations, enhancing their capacity to combat cybercrime
effectively.
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6.6 Chapter Conclusion

The future of criminal investigations largely depends on the ability of governments and
institutions to integrate advanced technologies in an ethical and efficient manner. Key takeaways
include:

1.

2.

3.

4.

Blockchain technology offers unparalleled transparency and security in handling digital
evidence.

Generative Al can optimize investigations by predicting patterns and simulating crime
scenarios.

Advanced cybersecurity systems are vital to reducing digital threats and protecting
institutional networks.

International cooperation remains a fundamental pillar in addressing transnational
cybercrimes.

The successful integration of these technologies—through investments, legal frameworks, and
global partnerships—has the potential to transform the landscape of criminal justice in the
coming years. However, achieving these advancements requires a balance between security
measures and fundamental rights, ensuring that justice systems worldwide evolve in a
responsible and sustainable manner.

Conclusions

1. Comprehensive Integration of Advanced Technologies

The research highlights the urgent need for governments and judicial systems worldwide
to adopt advanced technologies, such as artificial intelligence and blockchain, to
strengthen criminal investigations and address the complexities of cybercrime effectively.

. Addressing Key Challenges in Cybercrime Prevention

The findings underscore critical barriers, including technological lag, inadequate training,
and limited international collaboration. These issues hinder the ability of judicial systems
to combat both classic and advanced cybercrimes, such as ransomware and identity theft.

. The Role of Artificial Intelligence in Enhancing Investigations

Avrtificial intelligence is identified as a transformative tool, enabling real-time analysis of
large datasets, pattern prediction, and evidence classification. The successful
implementation of Al in countries like Germany and the United Kingdom demonstrates
its potential to improve the efficiency and accuracy of investigations.

Blockchain for Evidence Integrity and Traceability

Blockchain technology offers unparalleled advantages in ensuring the integrity and
traceability of digital evidence, as shown in pioneering efforts in Estonia and by NIST in
the United States. Its application in judicial systems could minimize disputes over
evidence validity and streamline judicial processes.
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5. The Necessity of Public-Private Partnerships
Collaboration between governments and the private sector is emphasized as a cornerstone
for addressing resource constraints and fostering innovation. Partnerships with
universities and tech companies could bridge gaps in knowledge and technology access.
6. Ethics and Privacy as Central Concerns
While the integration of emerging technologies is essential, it is equally important to
balance these advancements with the protection of fundamental rights. Ethical policies
and clear legal frameworks are critical to ensuring that technology serves justice without
compromising individual freedoms.
7. International Collaboration as a Pillar of Success
The research demonstrates that transnational cooperation is crucial for addressing the
global nature of cybercrime. Examples such as the Interpol Digital Crime Centre and
regional initiatives in Latin America highlight the effectiveness of shared knowledge and
coordinated strategies.
8. Recommendations for Future Implementation
a. Increased Investment: Governments must allocate greater resources for research,
development, and acquisition of advanced tools.
b. Ongoing Training: Judicial officials and technology experts should engage in
continuous education programs focused on emerging technologies.
c. Legislative Reforms: Laws must be updated to accommodate the admissibility of
digital evidence and promote victim protection.
d. Multilateral Agreements: Strengthening international agreements will facilitate
the exchange of information and technology across borders.
9. Call to Action
The study emphasizes the responsibility of governments, international organizations, and
private institutions to collaborate in building a secure and equitable digital environment.
Proactive measures, investments, and regulations must align to combat cybercrime
effectively.
10. A Vision for the Future
The research concludes by envisioning a future where judicial systems are equipped with
cutting-edge technologies and ethical frameworks, enabling them to address the dynamic
challenges of cybercrime. With sustained global commitment, the digital landscape can
become a safer space for all.
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