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Abstract

The effective management of Segregation of Duties (SoD) in Enterprise Resource Planning
(ERP) systems is critical for ensuring robust internal controls and mitigating risks associated
with fraud and error. This article provides IT auditors with a comprehensive technical
framework for auditing and testing SoD controls within complex ERP environments. It
highlights key concepts such as risk assessment, role-based access control, and the
implementation of effective preventive and detective controls. This article discusses common
SoD violations, including conflicting roles that can compromise data integrity and security. By
utilizing advanced techniques like process mining and user behavior analytics, auditors can
identify and analyze potential risks more effectively. Furthermore, the guide emphasizes the
importance of continuous monitoring and periodic reviews of user access to maintain a secure
environment. Key tools and methodologies are discussed, including automated compliance
checks and reporting mechanisms that facilitate real-time monitoring. In addition, the article
underscores the significance of training and awareness programs to foster a culture of
compliance among users. Ultimately, this guide aims to equip IT auditors with the knowledge
and skills necessary to enhance SoD practices, thus safeguarding organizational assets and
promoting regulatory compliance.
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integrity, security, process mining, continuous monitoring, periodic reviews, user access,
automated compliance checks, reporting mechanisms, training, compliance culture, regulatory
compliance.

I. INTRODUCTION
SoD is a fundamental principle of IS security, which helps to minimize the levels of risk
associated with fraud and errors by ensuring that no single person has complete control over all
aspects of a financial transaction. In ERP systems, however, the various modules and processes
are usually interlinked; hence, effective management of SoD becomes increasingly complicated.
The auditors play a very critical role in the evaluation of SoD controls within the ERP
environments for compliance with organizational policies and regulations, protection against
financial misstatements, and operational inefficiencies. In this technical guide, techniques,
strategies, and best practices to audit and test SoD controls in ERP systems will be examined in
detail to show how one should go about implementing a structured approach to identify and
address risks arising from user access and role assignments.[1],[2],[3].Typical ERP systems
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include a range of functionalities, such as financial management, supply chain management,
and human resources management. This often results in the aforementioned overlapping of
responsibilities among users. If proper SoD is not in place, organizations could be opening
themselves to substantial risks regarding unauthorized transactions, fraud, and integrity of data
[4]. The development of an effective SoD framework requires the organization to identify all
critical functions and responsibilities and then assign explicitly distinct roles to individuals in
order to avoid conflicts of interest. In addition, organizations institute RBAC by identifying and
assigning suitable roles for the business functions to ensure proper segregation of duties. But as
ERP systems continue to be updated and organizations undergo structural and process changes,
much heed should be given to SoD controls through constant monitoring and review processes.
[5]Auditors need to apply several different techniques in order to test the SoD controls related
to user access reviews, transaction analysis, and process walkthroughs themselves. User access
reviews provide inappropriate access rights, while transaction analysis provides an overview of
unusual or unauthorized activities [7]. Again, using automated access management tools can
effectively heighten the audit process [8]. While doing so, auditors take a risk-based approach
by prioritizing systems or processes with high levels of fraud or error and making certain that
when deficiencies are found, remediation measures are taken Regular training and awareness
programs are also integral to the corporate culture in terms of compliance and accountability[9].
This complete attitude will serve to give continued assurance on the efficiency of SoD controls,
but more importantly, emphasize the very foundation level to which internal controls are
attached within the organization [10]. As ERP systems continue to progress with new
technologies and practices, the participation of IT auditors towards the management of SoD will
remain basic in nature in terms of protecting organizational assets and maintaining integrity
regarding financial reporting.

II. LITERATURE REVIEW
Wong & Leung (2021)look into the value of Segregation of Duties as an elemental strategy for
information systems security enhancement. They argue that proper SoD application minimizes
the potential for fraud and other types of errors because a single person cannot fully control the
whole transaction. The research further elucidates that SoD is an inherent part of an
organizational internal control system since it is indispensible in the creation of integrity and
credibility of data.

J.Smith& R.H. Gillett (2022) present strategies to mitigate fraud in ERP systems and place
considerable emphasis on the vulnerability of ERP systems related to poor SoD. They note that
stringent access controls with monitoring mechanisms as part of an overall fraud prevention
framework are crucial for protecting sensitive financial information. This paper calls for a
proactive approach in the design of the ERP system with respect to the integration of SoD
controls.

M.H.Zubair (2023) discusses some of the best practices that, when applied in the effective
implementation of SoD in ERP systems, serve to enhance an organization's compliance
competence. It presents the framework needed to describe various responsibilities and roles for
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minimizing risks associated with unauthorized access and manipulation of data. Zubair presses
on the need for continuous training and creating awareness for sustaining the SoD efforts in
dynamically changing business environments.

L.A.Chen (2022) presents a case study on the implementation of ERP and the mechanism of
role-based access control as a facilitator of proper SoD. The paper describes a series of benefits
related to the alignment between user roles and business processes for efficient operations
without security breaches of sensitive information. This work by Chen emphasizes once again
the necessity of embedding the principles of RBAC in broader contexts of ERP security
frameworks.

T.R.Bartholomew(2023) centers on continuous monitoring in maintaining organizations' SoD.
This study stresses the importance of real-time auditing and access reviews for prompt
detection of anomalies. He advocates using appropriate technology in automating the processes
of monitoring to enhance efficiency and effectiveness in SoD compliance.

S.J.T.Duran(2024) provides the best practices on how user access reviews are done, which are
very crucial for auditors in ensuring SoD. This paper outlines methodologies for reviewing user
permissions and points out that regular audits are very fundamental in preventing access-
related risks. Duran indicates that there is a need to have collaboration between IT and audit
teams in enhancing SoD controls within organizations.

Singh&Chang(2024)represent the automation of SoD compliance through ERP systems. They
have pointed out some new avenues regarding this, which not only make the process swift but
more accurate. They have discussed how integrating compliance tools would help in the
automatic identification of potential violations and save lots of time during the review process.
They have argued that there should be a shift towards an automated framework in order to
reduce the burden on human resources to a minimum along with assuring sound SoD.

R.K.Adams (2023) has adopted a risk-based approach toward the audit of SoD, emphasizing
that auditors in organizations should focus on high-risk areas. It was indicated from the study
that knowledge of peculiar risks presented by the processes allows auditors to apply better use
of their efforts. Adams vouched in favor of the integration of the risk assessment in planning
audits for effectiveness in the SoD audit.

Matthews & Peters (2024) go through the development of a compliance culture in
organizations, which acts to illustrate how it plays a vital role in the successful implementation
of SoD. According to the authors, a culture of compliance will have a positive contribution both
to increasing the level of internal controls and to increasing employees' awareness and
accountability for their actions. In their study, they found that commitment from leaders and
continuous training were among the key features of a sustainable compliance culture.
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FW.H.Lee (2024) discusses how internal controls are interrelated with organizational
effectiveness, especially regarding how SoD offers a critical ingredient to operational success.
Evidence in the paper shows that better SoD practices implemented across all business aspects
lead to improved decision-making and risk management. He requires organizations to
continuously analyze the internal control frameworks so that they are capable of readjusting
their responses to ever-emergent challenges within the business environment and regulatory
demands.

III. OBJECTIVES

SoD is one of the most critical controls to ensure the integrity of processes within Enterprise
Resource Planning systems. Effective SoD minimizes threats in regard to fraud, error, and
compliance violations. Thus, an IT auditor should clearly consider these controls at the time of
an audit. This guide provides a detailed overview of the major objectives and considerations
while managing SoD in ERP systems. The key objectives are

Understand the SoD principles: IT auditors need to, in essence, understands the principles of
SoD, which insist on the fact that no one should have control over a critical transaction from
beginning to end. This principle, when present, minimizes the associated risks and prevents
fraud instances [11].

Key Role Identification: Analyze organizational processes for identification of the various roles
and responsibilities. The auditor should document and classify those identified roles based on
their access levels to sensitive functions [12].

SoD and Controls Mapping: IT auditors should map identified key business processes to the
corresponding SoD controls within the ERP system. The mapping process should highlight
potential conflicts where one user would have overlapping responsibilities.[13]

Access Control Management: Effective mechanisms for access control should be in place that
enforces the principles of SoD. Auditors should review the configuration of user roles and
permissions in order to ensure alignment with organizational policies[14].

Continuous Monitoring: A continuous monitoring framework will be able to real-time assess
the compliance of SoD. Automation tools can be used by auditors in highlighting potential SoD
violations as and when they occur [15]

Periodic Reviews and Audits: The controls around SoD need regular reviews to keep abreast of
the changes either in business processes or the organizational structure. Auditors should
develop a timetable for periodic checking and testing of these controls[16].

Documentation and Reporting: SoD assessments, findings, and remediation steps should be
suitably documented. Auditors should document comprehensive reports indicating compliance
levels and areas of improvement needed [11],[12].
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Training and Awareness: The importance of the concept of SoD and the reason for its
compliance may be inculcated in relevant personnel through training. Awareness programs will
help bring about a culture of accountability and integrity [13].

ERP Security Features Utilized: Most of the advanced ERP systems allow various security
features that can help enforce SoD. It is to be used to measure the degree to which those features
are utilized, and if there is a need for more configurations [14].

Stakeholder Engagement: Cooperation with all the different kinds of stakeholders within an
organization is very crucial in terms of effectively managing SoD. The IT auditors must
collaborate with process owners and IT teams so that efforts can be collectively made towards
risk management [15].

IV. RESEARCH METHODOLOGY

The research methodology for auditing Segregation of Duties (SoD) controls in Enterprise
Resource Planning (ERP) systems is multifaceted, combining qualitative and quantitative
approaches to ensure a comprehensive analysis of SoD effectiveness. Initially, a thorough
literature review will be conducted to gather existing frameworks and methodologies relevant
to SoD auditing. This review will serve as a foundation for understanding best practices and
identifying gaps in current auditing processes. Key sources will include scholarly articles,
industry reports, and standards from authoritative bodies such as the Institute of Internal
Auditors (IIA) and the Information Systems Audit and Control Association (ISACA)[17],[18].
Subsequently, a case study approach will be employed to examine real-world implementations
of SoD controls across various ERP systems, such as SAP and Oracle. These case studies will
involve interviews with IT auditors, compliance officers, and ERP system administrators to gain
insights into the practical challenges faced in enforcing SoD [19], [20]. Data collected from these
interviews will be analyzed using thematic analysis to identify recurring issues and effective
strategies for managing SoD.

Quantitative data will also be gathered through surveys distributed to organizations utilizing
ERP systems. The surveys will assess the prevalence of SoD violations, the effectiveness of
existing controls, and the perceived risk of fraud associated with inadequate SoD measures.
This data will be statistically analyzed to establish correlations between strong SoD practices
and reduced instances of fraud or error [21].

Additionally, this research will incorporate the use of audit tools and software designed to
facilitate SoD analysis. These tools will be evaluated for their effectiveness in identifying
potential violations and assisting auditors in their testing procedures [22]. The findings from
both qualitative and quantitative analyses will be synthesized to formulate a set of
recommendations for enhancing SoD controls in ERP systems, ultimately contributing to a more
robust framework for IT auditing.
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The methodology encompasses a comprehensive literature review, case studies, surveys, and
tool evaluations to deliver a holistic understanding of SoD management within ERP
environments. The goal is to create actionable insights that will aid IT auditors in effectively
assessing and mitigating SoD risks.

V. DATA ANALYSIS

SoD management in ERP systems is of great importance because such a function contributes to
minimizing the probability of fraud and ensuring that regulatory requirements are observed. In
deeply analyzing the various user roles and permissions existing in an ERP environment, IT
auditor approach becomes deeply necessary, which also covers examining user access levels,
identification of conflicting roles that may enable individuals to execute incompatible tasks, and
tests of the effectiveness of controls already established. Data analysis therefore plays an
important role in this process. Auditors may employ advanced analytics gainfully to evaluate
user activity logs, transaction histories, and role assignments for possible SoD violations. Data
mining techniques, for example, may uncover patterns in data that suggest unauthorized access
or unusual transaction behaviors that could indicate SoD breaches. In addition, access control
matrices and risk assessment models further extend the capability for visualizing and
quantifying risks of particular role combinations. Auditors can then prioritize which areas to
investigate.Regular testing and monitoring of SoD controls, supported by automated tools, can
make such analyses more accurate, hence promoting timely detection of possible violations.
This will provide the auditor with profound insight into both technical and operational aspects
of SoD controls that will lead to providing relevant insights and recommendations for the
overall strengthening of the governance framework within ERP systems.

Tablel: Duties (Sod) Is Managed Across Various Erp Systems In Different Industries

Real-Time
Industry ERP System SoD Control Analysis Exar}*lple SoD Example ERP
Area L. Testing Focus System Feature
Application
Real-time
. Payment
SAP detection of Processing:
Financial unauthorized & SAP GRC for SoD
S/4HANA, ) ) Separate roles for | . L.
Transactions access to high- . risk monitoring
Oracle . payment creation
value transaction
and approval
Bankin modules
& Account
Flagging for Management: Oracle SoD
Account Different  users
JD Edwards unusual account Analyzer for role-
Management for account
access patterns . based access
opening and
closing
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. Expense
Real-time alerts P
Approval:
Workday, Expense on expense . Workday SoD
. Separation of .
Oracle Management approvals outside Analytics
. requester and
. business hours
Finance approver roles
Monitoring  for . .
SAP,  Net | Treasury unauthorized Treasury Access: | Net Suite Suite
. . Dual control for | Flow for SoD
Suite Operations access to treasury
fund transfers enforcement
workflows
SAP Trade Execution:
‘ S/4HANA, | Trading Desk Live monitoring Trader's and SAP, GRC and
Trading : for trader and | compliance ION’s Trade
ION Operations . . .
. approver actions | officers have | Surveillance
Trading L
distinct roles
Suppl Chain: .
. PPy Microsoft
Detection of | Separation .
SAP, . - Dynamics SoD
. Supply Chain | unauthorized between
Microsoft . controls for
. Management changes in | procurement and | .
Dynamics . . inventory
supply chain data | inventory
. processes
Automobiles management
Real-time Production
Production flacoin for Orders: Different | Oracle Advanced
Oracle EBS EEME access for | Controls Suite for
Orders unauthorized -
e creation vs. | SoD
modifications .
execution
o Inventor
Monitoring y SAP’s SoD rule
Inventor access to Management: engine for
SAP, Oracle y Separate roles for simne )
Control controlled . compliance in
stock creation .
substance records . pharmaceuticals
and issue
Pharmacy ;
Drug Production:
Alerts  for real- Access separation
Epicor Pharmaceutical | time access to for p recipe Epicor’'s  built-in
P Production production . P€ 1 SoD checker
cottines creation and
& modification
Detectin .
& Patient Records: , .
. abnormal access | . . . Cerner’s audit logs
. | Patient Data i Division between
Cerner, Epic to sensitive for SoD checks on
Access . record entry and
patient viewin access
Hospitals information &
Monitoring of Billing; Sep'a 2 | SAP GRC SoD
SAP for . . a1 roles for billing
Medical Billing | billing  process . management  for
Healthcare creation and s
changes healthcare billing

approval

This table-1

highlights ERP systems, key SoD control areas, applications in real-time
monitoring, SoD testing focuses, and ERP features in industries like banking, finance, trading,
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and healthcare. Each system’s SoD solutions are designed to manage risks specific to their
operational needs.

Real-Time
. ERP 1 K D . Testi
Industry Key SoD Risks MOdl.l esto ey S0 Analysis esting
Audit Controls Procedures
Methods
Role-based Continuous Review  user
Unauthorized Accounts access, dual- | transaction
.. access and role
Bankin fund transfers, | Payable, GL, | approval monitoring, assienments
& fraud, AML | Cash workflows, alert on | . en /
. . .. simulate  SoD
violations Management access suspicious .
o s conflicts
monitoring activities
. Rol T i 1
Unauthorized oe . . . est journa
. . . segregation in | Real-time entry approval
transactions, GL, Financial e L
. . . GL vs | reconciliation workflows,
Finance Inaccurate Reporting, . .
. . Reporting, and exception | analyze
financial Treasury . .
. approval tracking exception
reporting .
chains reports
Purchase vs | Real-time . .
. . Verify supplier
Inventory Inventory inventory inventory approval
. manipulation, Management, segregation, tracking, PP .
Automotive . process, audit
procurement Procurement, restricted abnormal stock
fraud GL supplier procurement .
.. adjustments
access activity alerts
. L Role Monitor Ré&D | Test change
Data integrity in Lo ;
R&D auppl Inventory, segregation 1In | access Iogs, controls in
Pharmaceuticals . p.p y Manufacturing, R&D, track inventory | production,
chain diversion, . . .
IP theft R&D production, for  restricted | validate role
and supply materials permissions
Patient data Separation of | Real-time Validate role-
i , . e linical itori f
privacy Patient  Billing, clinical vs | monitoring o based access to
Healthcare insurance fraud, financial roles, | patient records, | records, test
11 HR, Inventory . .
billing patient  data | flagging access control
manipulation masking unusual billing | lists

This table-2 provides a high-level structure for analyzing and testing SoD controls in real-time within
ERP systems tailored to industry-specific needs.
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Task Seperation

Access Control

Authorization Levels

Conflicts of Interest

Monitoring & Reporting

Compliance Requirements

Risk Mitigation

Audit & Testing

Figure 1:Segregation of duties

What If

Analysis

Violation

A

[ Optional Rule Set ]
Constraints (int/ ext) s
Functions / Privileges (single .
{ conditional), Menus, / SoD Rule / Policy
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CoueunEilFigy it Rule Name | Constraint Details |
* Description ‘ i
.| Violation Detail Constraints &
. > | Constraint Sets |
Constraint . . ——— !
Sets Dimensions = Cooooooooooooiiioois
- Conditions
1 e —
User
Constraints A A A
(approval levels etc)

Extract
(database or XML)

- 7
Dimensions Ty
{(me categories)} ( Mitigations l { Conditions

Standard

Global
Conditions

Flexible SoD
Violation
l Reporting

Figure 2: Sensitive Access and segregation of duties reporting

Table 3: The Audit and Test Segregation of Duties (Sod) Controls In ERP Systems

Audit
Component

Key Values to Review

Testing Approach

Threshold Metrics
(Example)

User Access

Number of users with
access to critical
functions

Periodic access review

Access rights of 95% of
users should be reviewed
quarterly

Review

Role assignments per
user

Sample user roles to
check adherence to
SoD rules

Less than 5% of users
should have conflicting
roles
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Total number of users
Number of roles with | Review role design | Conflict-free roles should
conflicting permissions | against SoD policy be 90% or higher
Role Design High-risk roles (e Map rolgs to funct19ns No o . COI‘.lﬂICtl'ng
. and validate against | permissions in high-risk
admin roles) .
SoD matrix roles
Count of critical | Identify roles with | Less than 5% of roles
transactions accessible | access  to  critical | should access multiple
Critical by each role transactions critical transactions
Transactions . Monitor  transaction | Threshold for unusual
Frequency of critical 1 .. .
. ogs for suspicious | transaction  frequency
transactions .
access based on baseline
Number of identified | Cross-reference SoD Conflicts identified
conflicts conflict matrices should be —resolved
SoD Conflict within 30 days
Matrices Users with unresolved Yeeslslfl};tion conil;cc’; Unresolved conflicts
conflicts e . should be less than 2%
mitigation actions
. Verify controls | All  high-risk conflicts
Documentation of | .. . e
e mitigate identified | should have documented
e mitigating controls .
Mitigating conflicts controls
Controls Testing  results  of Test . control Control tests should pass
e 2 effectiveness on o :
mitigating controls . 95% of the time
sample conflicts
flagged by sutomated | exceptins flgged by | Automated tools should
&8 Y ptions Tagg Y| catch 90% of violations
tools SoD monitoring
Automated SoD
Tools Rules should be
Accuracy of SoD rule | Test SoD rule accuracy | reviewed annually and
configuration and update frequency | be accurate 95% of the
time
Frequency  of  SoD Val.ldate reg.u!ar Reports should  be
o review of SoD activity | reviewed at least
. . monitoring reports
Audit Logging reports monthly
& Monitoring Elcllrg:r?trs ﬂaOf od Sacr)1[c)1 Track SoD incident | Incidents resolved within
88 resolution timeliness | 10 days should be 90%
resolved
VI. CONCLUSION

The SoD management within the ERP system is one of the most important ways that an
enterprise could reduce risks of fraud, errors, or unauthorized access. This guide has explored
the intricate relationship between SoD controls and the ERP landscape, placing strong emphasis
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on the need for a robust framework that incorporates risk assessment, role definition, and
ongoing monitoring. It must be considered that the management of SoD is going to increase
further in complexity with new technologies like cloud computing, Al, and machine learning
integrated into organizations' ERP systems. The audits of the future will have to evolve with
these innovations and tap automated tools to monitor and analyze user activities in real time.
Moreover, continuous education and training will be increasingly needed for both the IT
auditors and ERP users in order to understand the implications of SoD within their respective
environment settings.

In addition, a managed compliance and accountability culture will be necessary to ensure that
the best practices in SoD are upheld. In turn, with the growing demands of regulators, the
future scope of SoD management would also involve dynamic approaches that would not only
meet the ever-evolving business needs but also ensure strong controls. Fundamentally,
encouraging collaboration between IT and business stakeholders, the overall effectiveness of
SoD frameworks will be enhanced-assuring organizations have met compliance imperatives
and optimized their ERP systems for operational excellence.
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